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Holiday Travel Cyber Security

Holiday Travel Cybersecurity Tips

As the holiday season approaches, many
soldiers, families, and civilians travel to visit
loved ones. Unfortunately, cybercriminals
know this and often target travelers. Here
are some important tips to stay cyber safe
while on the move:

* Avoid using public Wi-Fi for sensitive
transactions. Use a VPN whenever
possible.

Public Wi-Fi in airports, hotels, and coffee
shops is often unsecured, making it easy for
hackers to intercept your data. A Virtual
Private Network (VPN) encrypts your
connection, keeping your information safe.

* Keep your devices updated and enable
automatic updates before traveling.
Software updates often include patches for
known security vulnerabilities. Enabling
automatic updates ensures your device has
the latest protection, even while you're away
from home.

* Back up important data before you
depart.

In case your device is lost, stolen, or
compromised, having a secure backup (on
an external drive or secure cloud service)
ensures you don’t lose critical files, photos,
or mission-related information.

* Enable multi-factor authentication (MFA) for
key accounts.

MFA adds an extra layer of security beyond just a
password, requiring a second verification method
(such as a text code or authentication app). This
makes it much harder for attackers to access your
accounts, even if they steal your login credentials.
* Be cautious with social media—avoid posting
real-time travel plans that could alert criminals
to an empty home.

Oversharing online can unintentionally alert thieves
or adversaries that you're away. Wait until after your
trip to post vacation photos or updates.

The 8" Army G6
Cybersecurity Branch
stands ready to support
the Fight Tonight mission
through the services of
our team to our 8A HQ
and MSCs staff.

The purpose of this
newsletter is to bridge the
gap between complex
technological threats and
everyday users,
transforming potentially
overwhelming technical
challenges into clear
insights. Our Cyber
Awareness Campaign
seeks to not only alert
readers to risks, but also
to empower them with
practical knowledge. We
hope that through this
monthly newsletter,
readers are better able to
navigate the increasingly
complex landscape of
digital privacy and
security.

Strengthening and
maintaining the
cybersecurity posture of
the 8" Army remains our
highest priority.

We Go Together!




Holiday Online Safety for Children Holiday Charity
Scams

Children spend more time online during holiday breaks, which can increase exposure to
inappropriate content, online predators, and scams. Parents and guardians can help
create a safe online environment with these measures:
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* Install parental control apps and enable ‘Safe Search’ on browsers.
* Discuss online privacy with children—teach them never to share their real name,
location, or school.

* Use kid-friendly platforms and supervise online gaming sessions.
« Limit screen time and schedule device-free family activities to keep kids engaged

offline. '/

» Encourage children to report bullying, inappropriate messages, or strangers attempting

contact.

* Remind them that gift card scams and fake holiday contests are common this time of

The holiday season often
year.

inspires generosity, but
unfortunately, cybercriminals
take advantage of this
goodwill by launching charity
scams. These scams may
appear as emails, social
media posts, or fake
websites pretending to
represent legitimate
organizations. Before
donating, verify the charity’s
legitimacy through trusted
sources such as the IRS Tax
Exempt Organization Search
or recognized platforms like
Charity Navigator. Avoid
clicking on links in
unsolicited messages—type
the charity’s official website
address directly into your
browser. Always use secure
payment methods, and
remember: if something feels
suspicious, it probably is.

STAY SAFE ONLINE

DURING THE HOLIDAYS

Keep your computer Use strong
and apps up to date passwords that
are hard to guess

Stay Vigilant and
Cyber-Ready

Cybersecurity is a force
multiplier. By taking these
steps, we reduce risk not just
to ourselves but to our entire
Army mission. Make
cybersecurity part of your
holiday readiness checklist—
because protecting our
networks protects our
people.

Only talk to people Be careful about
you know online what you share

Cybersecurity Resources & Alerts
Stay informed and prepared by signing up for official cybersecurity alerts and resources
from trusted organizations:

Keep your CAC
* FBI Internet Crime Complaint Center (IC3): https://www.ic3.gov

* CISA Cybersecurity Alerts & Tips: https://www.cisa.gov/topics/cybersecurity-best- S afe and secure!
practices/alerts

https://www.cisa.gov/topics/cybersecurity-best-practices/alerts

* Center for Development of Security Excellence (CDSE) Insider Threat Awareness:
https://www.cdse.edu/Training/eLearning/INT101.html
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