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NETC-SKC-Z 13 July 2018

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT: 1St Signal Brigade Command Policy Memorandum #13, Property Accountability
(Information Technology Equipment)
M= 18T EH HZHE #13, XHA MY(HE 7[5)

1. References:
S
a. AR 25-1, Army Information Technology
AR 25-1, @ ZE 7|&

b. AR 710-2, Supply Policy Below the National Level
AR 710-2, =7t +=E2| E5 M

c. AR 735-5, Policies and Procedures for Property Accountability
AR 735-5, XAt Q1S 9|3k X I} Bk

d. AR 190-13, The Army Physical Security Program
AR 190-13, The Army Physical Security =213

e. DA PAM 710-2-1, Using Unit Supply System
DA PAM 710-2-1, 2CH E2 A|AE AL

f. DA Exception to Policy for Inventorying Network Managed Equipment
NME X 2 E 2|2t DA Z*

1St

2. Applicability: This policy applies to all units assigned to the Signal Brigade.

HE Ho: 0l M2 1 SO 2E RU{0| HEEIC,

3. Statement of Military Purpose and Necessity: This memorandum sets policy for property
accountability of equipment owned, maintained, managed, serviced, and stored by subordinate
units in support of (ISO) the brigade's mission across the Korean Theater of Operations (KTO).

TAPY S5 He o Ciet 2lg: o] M2 E2 FA| &2l , MH|A 150 XY W A Ee| |IF S
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NETC-SKC-Z

SUBJECT: 1St Signal Brigade Command Policy Memorandum #13, Property
Accountability (Information Technology Equipment)

4. Policy: 1St Signal Brigade (1SIG) is responsible for all Command, Control, Communications,
Computers and Information (C4l) equipment and material installed to provide common-user IT
services per the C4IM Services List, installed ISO the strategic/operational network at an enterprise
level, and installed to maintain the network.

A1 U2 E, =2F, AL S, ARE, & H|, ASAS A 1T ME|AE M52 2lok

o O,

2R AzS, 2|2 soLt HE T2 HE S| HIERRE 7AIAIZ17] f1g 0] /UCt.

a. Equipment Installed to Provide Common-User IT Services: Equipment installed to provide
common-user IT services is defined as all equipment and material installed up to the "outlet" in the
end-user facility to support those services. Physical security and accountability of this equipment is
an inherent part of providing services and is the responsibility of the Signal Company that manages
the Network Enterprise Center (NEC). Accountability of the network IT equipment will be processed
and maintained using the Property Book Unit Supply - Enhanced (PBUSE) system and placed on
the Signal Company Commander's primary hand receipt (PHR). The Signal Company will sign for
the Telecommunication Rooms (TR) in the end-user facility from the Department of Public Works
(DPW) to ensure physical security measures are in place to secure the equipment; if total control of
the communication rooms is not possible, the Signal Company must ensure IT equipment is
installed in lockable IT racks and maintain possession of the keys.

AFEXHEOIA 1T MH|AE M S3517] @I ZH| X[ 1T ZH| AX|E FISHAH, o|2{st MH|AE
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b. Equipment Installed to Support the Enterprise: Enterprise IT equipment is that equipment
installed in brigade owned facilities ISO the brigade strategic/operational network. Facilities
include, but not limited to, Area Distribution Nodes (AON), Tech Control Facilities (TCF),
SATCOM, network node and server facilities, data centers, and other facilities that support the
strategic network backbone. Physical security

and accountability of "Enterprise IT" equipment is the responsibility of the Signal Company that owns,
maintains, and operates the equipment installed on the network that provides C4IM services. Property
accountability of this equipment will be processed and maintained using the PBUSE system and
placed on the PHR of the Signal Company Commander.
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NETC-SKC-Z

SUBJECT: 1St Signal Brigade Command Policy Memorandum #13, Property
Accountability (Information Technology Equipment)

HES3 H=s X Ast= HHE 2H|. =28 £2f2 | MY 7T ZH C4AIMME|AE HEStE
HEAIO 2X & SHE 270t XA 22| R ASots St Sl M YO[Lf, 0] FH[2| £d MO

X2l £l PBUSE A|2BE AFESHO] /X S %EH AL 2k2| PHRO| B K| SHCE,

c. Equipment Installed to Support Operations Maintenance of the Network: This equipment
owned, managed, and installed in the facility TRs owned by the Signal Company to perform their
C41M mission. Property accountability of this equipment will be processed and maintained using
the PBUSE system and placed on the PHR of the Signal Company Commander who has physical
possession of the equipment.

O ZHl= a7, 22| A camv SFE +HsH7| fh M2 2lAt &7 HH| AW ZE M0 X =
A0{0f StCt. O] FHH|Q| &4 MR0| N2l PBUSE A|AHS AME SOl X A FH[Q| 22| £X|7t
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5. Responsibility:
XH

=~

oo

a. Battalion Commanders, Directors (USACISA and 6th RCC-K), andSeparate Company
Commanders will:

O SHECH AP 2HS, USACISARL 61" RCC-K A4S0t SO AHF2HS2 LSS & AO|CH

(1) Appoint, in writing, a primary hand receipt holder (PHRH). Maintain accountability of
IT equipment per this policy letter and applicable Army regulations.

2% PHRHE 2ottt O Y FZ et 0|8 7hset & 3 0rCHo) thshiT FH|S2f MY

FAg Ao|Ct,

mjo

(2) Ensure only the PHRH and/or designate representative signs for IT equipment.
Designated representative must be placed on a DA Form 1687 and signed by the PHRH.

PHRH THEE B7|H NS SL THH|S BHBICH X YE (HELIL BLEA| DA

Form 1687 Off L 0{0f 5}11 PHRHO|| AFQIS BFOLOF BHC},

(3) Implement physical security measures for IT equipment installed to provide C41
network services across the KTO.

IT HHE 22 S2/HQ TS AA2 C41H EQIS MH|AQLKTOE MS5H7| 2/l
2 X =|0]OF Bt

4) Maintain accountability of IT equipment physically connected to the network in the
data centers and in all Army facility TRs. Ensure IT equipment being installed under Yongsan
Relocation Plan and Land Partnership Program (YRP/LPP) and the Installation Information
Infrastructure Modernization Program (13MP) is placed on the Signal Company Commander's
PHR per paragraph 4a above.

=2|H 2 2 data centers?t 2 & | facility TR 2| network0i| H&E

ZhT EHE0 O
HMAS FX|8HOF $tCE YRP/LPP AHSH0| IT &H|S0| AKX &R} =X, 22|10 13MP=
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NETC-SKC-Z

SUBJECT: 1St Signal Brigade Command Policy Memorandum #13, Property
Accountability (Information Technology Equipment)

XI5t A=X| =B Of B},

(5) Ensure Enterprise IT Equipment is sub-hand receipted down to the lowest
responsible level.
719917 YHl= 7t H2 MYsFS X[ HLOt
(6) Ensure coordination is conducted with the PHRH and/or their designated supply
representative for removal or replacement of IT equipment prior to equipment being removed
from the facility.
PHRH J2[1/E & |7} facility2 F B B{O{X|7] OO IT ZH|2| MAH E£= HHE ?Ie
[=;

o
dso| 25 Y=o €Y S A5 of ohet.

(7) Ensure PHRH or designated supply representative conduct, at a minimum, a "one-
time" physical inventory of network equipment for installed equipment. New equipment will be
physically inventoried prior to installation.

PHRH & XS &3 Seao| 8%/ TS 28] network 0| 0| Fe| 22|

HED S +ASts AS &elottt. M22 FHl= X o|Ho 2218z &/ AO|Ct.

—/
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(8) Perreference 1f, subsequent inventories are authorized to be performed by using
approved network monitoring tools that are capable of identifying make, model,
and serial number.

of olSHA, THBD Al2|Y HHE Aw 4 UL ST HEYUD UM £ ABES SefA
o2 Se 4 UM LR WSS Heto| HOfEITt

(9) Ensure COMSEC equipment is managed through the property book office (PBO)
and placed on the property book under the proper Controlled Inventory Identification Code
(Cle).

COMSEC HH|=0| PBOE &AM 22| &1 A0 HAEST ClC LHote| R AT 7| K | Of
Q=X EHAB| Sfofstet,

(10) Ensure subordinate leaders take appropriate actions to complete turn-in of
property to clear accountability for item(s) and that all necessary paperwork is completed in an
expeditious manner.

O StRLH X[ =AS2 Mol Bhghs 2t5t7| QI3 HES S-S Fot0]0f BiCt. O] &= 2
S=S0 i oot gl 2E 2Rt MRYHYES 28N R ols AS ZYeC

(11) Ensure supply personnel are qualified and trained to operate supply
management systems.
23 CHEHOIQIo] MY Mo BB M| AIAHS B BE|StE 2 BoFstt,

(12) Non-1SIG equipment housed in 1SIG data centers, will be accounted for on the
owning unit's property book and managed by their designated PHRH.

CtE FCfo| &H|7t 1E A Ot data center0| QUCHH, ST A% FLHO| RACHE 0| 205t
=9 X| ¥ &l PHRHO| 2t 22| s OF St}
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NETC-SKC-Z
SUBJECT: 1St Signal Brigade Command Policy Memorandum #13, Property
Accountability (Information Technology Equipment)

(13) Accept new equipment installations using the Systems Acceptance Test (SAT)

process.
MEZ2 ZH|9| EX|i= SATE AL&S0] =83} OF BtCt.

b. Brigade S3:
O{ Tk s3:

(a) Responsible for configuration management and to determine life cycle
responsibility for aggregate equipment installed 1SO the brigade's C41 mission.

HiX| 22| S fleh Mt 1so O The| cal O3 &X| ZA 717|0f tigh =3 F7(2| M=

Z27getrt.

(b) Establish the SAT process for transfer of Operations and Maintenance (O&M)

responsibility to the brigade.
0&M2| MY Z O thol| F7|= SATUFE S 2 -ISHOF BHLt.

(c) Designate personnel to perform Technical Inspection (TI) for excess IT turned
into the brigade's C41 Distribution Center (C41DC). Provide disposition instructions to the
C41DC Asset Management Team (AMT) within seven (7) working days from date of
request.

TIE 238t 0|8

it 0122 K|S0 O 29| |IT7| O{Et C4IDCE FtE| = 2 8{Of StC} HiX| X[ 2 E
C4IDC AMTO| N SolioF st=0 @ = S22 E 7Y OLHOf| Sfjof SHCt,

2
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c. Brigade S4:
O CF s4:

(a) Maintain the mission support property book for all new IT equipment that is procured
ISO the brigade's mission. This property book is the initial entry point to ensure standardization
and establish formal property book accountability.

ISO oGt O|M 2 Eoff 2 5& 2= MZ2 1T &H|[E Mission support book 0| -3 X|5{OF St} O]

o2 2| 57| I8k AEHolCt,
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(b) c4IDC-AMT, PBO willinitially account for IT equipment using PBUSE and perform
lateral transfer (LIT) actions to the gaining Signal Company.
C4IDC-AMT, PBO= PBUSEE A&t IT YH|QH LT #S0f Chot SM& QI Ao QUL

(c) Coordinate with the gaining unit PBO and company PHRH to ensure new
equipment is inventoried and picked up in PBUSE prior to installation. Inventories for YRP/LPP

and Project Management (PM) fielded equipment will be conducted at the
C4IDC prior to equipment being transported to the facility for installation.

ME2 ZH|7} MX| 0|FM0| 2 20| IHS0{X| 1 PBUSEN| A2|= HE
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SUBJECT: 1St Signal Brigade Command Policy Memorandum #13, Property
Accountability (Information Technology Equipment)

(d) Maintain formal property accountability of the brigade's IT Operational Readiness
Float (ORF) equipment at the C4IDC. Manage the IT ORF and Direct Exchange (DX) program to
ensure equipment is available to support the brigade's C4l mission.

C4IDC MOl A O THe| IT ORFL| SAI X QI T4 A MU S R X|5}|OF STt IT ORF 2+ O THO|
C4I1E K| E = U= HH|E S| 617 /o DXZ2HZ 22|l OF $HC},

(e) Manage the IT warranty and Repair/Return program for the brigade; equipment
under warranty will be processed by the C4IDC-AMT for return to vendor.

IT 230 OJTHS ot =2|/8HE T2 -2 22|slof stCt EF 7|7t 5te| ZH|E THof QI of| A
HHE S| QI8 M= caIDC-AMT IS BHA € ZO|Ct.

6. PM Managed IT Equipment Upgrade Projects Property Transfer Process (YRP/LPP, ISMP, Tech
Refresh, etc.):

22| =T BH|9| PMO| Z2HE XAt O]

of

Y-S 7§ MSHCE (YRP/LPP, I3MP, Tech Refresh, 5)

a. C4IDC AMT will process LIT in PBUSE to the designated Area Signal Co/Signal Battalion.
Prepare LIT document (DA Form 3161) used during the jointinventory.

c4lDC AMT+= A8 &l S SCi/S4! CHO| 2 PBUSE LHOIAM L/TOHEZ BF2 A O|Ct.

b. C4IDC AMT will create the custodial transfer document (DA Form 2062) for temporary
transfer from the Area Signal Company to the PM's Integrator for equipment

C4IDC AMT LA[H 0|S 2 sl &7| 0|8 EME S4 SUZEH FH| X E ?/2 PMO|
A X|Xtof| O|2 7|7t X| BHE ZO|C},

c. Joint inventory will be conducted between the PM Integrator, Area Signal Company
PHRH/supply representative, C4IDC-AMT PBO, and Power Projection Enablers (P2E) Logistics
Support Team. The Area Signal Company PHRH/supply representative will sign the LIT document
and the PM's Integrator will sign the custodial transfer document.

PM S&Xt, 541 S PHRH/ 25 B2, C4IDC-AMT PBO, 12|11 p2EZt &8 5550
Y| O{OF BtCt S4 S PHRH/ 25 BE 22 LT MFol MYsHor st pm o S A=
O|&E MOl M Y3sH{oF Bt

d. C4IDC personnel will deliver equipment to the designated facility for installation by the PM's
Integrator.

C4IDC Q12 PM EX|XH0f| o|oh &HH| A X

i

8l ZH|E XIHE facility2 0|5 A|7{0F $HC}.

e. Once equipment is installed, a SAT will be performed to transfer O&M responsibility to
the brigade. Area Signal Company PHRH will return the custodial transfer document to the
PM's Integrator; relieving them of custodialresponsibility.

HH|7t AX|E|H, SATE 0&M MAZ O THof| M7tst= 22 g 20|t &4 SO PHRHE
7| 01& EME PM SSALOA =2 FO{0F ST O A o2 M OS2 ¥7|& MAUZ HO0{F0{0f
SHCF,

f. C4IDC provides a copy of the signed LIT document to the Signal Company's PBO to
accept and close out the LIT in PBUSE.
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SUBJECT: 1St Signal Brigade Command Policy Memorandum #13, Property
Accountability (Information Technology Equipment)

calDC= S4 B2 PBOZL S2I5H| {8l MBE LT EM AHE S K| S5l OF St PBUSE 0| A{ 2|
LUTE 28 EX|A|7{0F SHCt

7. This policy will remain in effect until suspended or rescinded.
Ol Y2 20|5}7| HO|Lt HX|5}7| FIK| RESICH

O 71—

8. The point of contact for this policy is the Deputy Brigade S4,723-4985.
O Yo ot A2 = sS4, 723-4985 O|Ct.

"FIRST TO COMMUNICATE!" Digitally signed by
PISHOCKJOS PISHOCK.JOSEPH.MA

EPH.MARTIN. RTIN.1049001173

Date: 2018.07.25

1049001173 0322126 +09°00

JOSEPH M. PISHOCK
COL, SC
Commanding

DISTRIBUTION:
36t s1G BN
415t SIG BN

304th EsB
USACISA-P

HHC, 15t SIG BOE
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