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THE FACTS: CYBERSECURITY RESOURCES

A collection of resources to help you protect yourself online.

Free antivirus software is available online for DoD employees to download and use at home

(authentication required)
Websites:

-- STOP. THINK. CONNECT.™ is the national cybersecurity awareness campaign created by a

coalition of private companies, non-profit groups and government organizations.

-- US-CERT, the U.S. Computer Emergency Response Team, part of the Department of Homeland

Security National Cybersecurity and Communications Integration Center, offers a wide range of
information to help manage cyber risks.

-- APWG, the Anti-Phishing Working Group, is a global coalition of industry, law enforcement,

and government agencies focused on unifying the global response to cyber crime.

-- OnGuardOnline.gov, managed by the Federal Trade Commission, is specifically designed to

help people be safe, secure and responsible online.

-- IC3, the Internet Crime Complaint Center, is a partnership between the Federal Bureau of

Investigation and the National White Collar Crime Center that receives and researches Internet-
related criminal complaints.

Videos:

-- European Network and Information Security Agency video: “You Wouldn't Do This in Real Life
- Why Do It on the Web?”

-- WatchMojo video: “10 Cyber Security Facts”

-- TED Talks: The 1s and Os behind cyber warfare

ABOUT US: Army Cyber Command and Second Army directs and conducts cyberspace and information operations as
authorized or directed, to ensure freedom of action in and through cyberspace, and to deny the same to our adversaries
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https://www.acert.1stiocmd.army.mil/Antivirus/Home_Use.htm
http://www.stopthinkconnect.org/
https://www.us-cert.gov/
http://apwg.org/
http://www.onguardonline.gov/
http://www.ic3.gov/default.aspx
https://www.youtube.com/watch?v=q00uIu0YWoo
https://www.youtube.com/watch?v=0p3787JiFgQ
https://www.youtube.com/watch?v=cWpRxyqDgpM

-- Pentagon Channel documentary: Cyber Defense - Military Training for Cyber Warfare

Social media ‘smart cards’ are road maps to maximizing the security of popular social media

sites:

-- Facebook Smart Card

-- Google+ Smart Card

-- Twitter Smart Card
-- LinkedIn Smart Card
-- Instagram Smart Card
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https://www.youtube.com/watch?v=HnnvVnsDCGw
https://www.mdwhome.mdw.army.mil/docs/default-source/pdfs/facebook-smart-card.pdf?sfvrsn=2
https://www.mdwhome.mdw.army.mil/docs/default-source/pdfs/google-smart-card_pdf.pdf?sfvrsn=2
https://www.mdwhome.mdw.army.mil/docs/default-source/pdfs/twitter-smart-card_pdf.pdf?sfvrsn=2
https://www.mdwhome.mdw.army.mil/docs/default-source/pdfs/linkedln-smart-card_pdf.pdf?sfvrsn=2
https://www.mdwhome.mdw.army.mil/docs/default-source/pdfs/instagram-smart-card-v3.pdf?sfvrsn=2

