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( k  ) Maniboringl J-SIIX1S opercltlonal status an8 insuring that required report8 are 
sq~bpn.Lt%ed ee ttppmpriste with ss? in?omatlart copy t o  Cdr, XElA, ATTN: PMd-S, APO 96301. 

('2) Ups% aetf>-akiart of an wl&2m9 t h e  BT -+will be kzeaiately Biapatchea ta t h e  
loeckiacrn o f  :he faaeil2ty being n m i t o ~ ~ : c i ,  % a ~  gaard viiL go forwar6 fend make e visual 
chcal-: cf d i  entrinmtces to the f t ic f i ' l tg  to o.seertal.n if a panetreition &tempt has been 
n\..ils. Tka ui;ilnr guards wi23. %eke a s e - ~ y e  ?:,sitfciia t a k i n g  mmtm & v a n t q e  ofj 
tlidl.i&I!e s c . ~ c ; r  mid w i U .  keep $he rcerd w i i f ~  16 @~ar , f i~~cLing  ~ t ~ u e l  check c.S? the m%rw:cea 
in sight eJ.1 times, t h e m b y  prsvi&fng secw5t.y i n  t h e  event that amed r e s i s t a ~ c e  is 
;r-nwmt-.i-n8, In t~be event thi& evi&riee -f penaf pct,ion a t t exp tad  penetmtf on cr , 
ti:.?r:p~::k~g ij: 6iseovereci, t h e  tee-% l & l e r  ib:;4.1L1 % ~ m ~ d 5 . ~ 5 e l y  cell the h f i l " i t a r y  hlice 
B % ~ i ; i o ~  mia ir:fom them sf' b ~ ~ ~ l & ~ r ; ~ [ ~ ~ ~ ~  loce:tfc,m m d  that. sn &tempts? break-i.n Zies 
occurred. The teem leader v l h l  i . n s ~ p e  that f~'jm& pe~sanne?. de"ii.n my persans &c$?-empI;;ing 
.'20 lcsvs the v l e l n i t y ,  penc i i a~  a ~ r i v a l  of ~..fi~it;@;?)' k 1 l - e .  The t s m  leader will 
scnc3r~p;yy t h o  NillLts~qll P;glfce "ct.3 the t . f c i i l t y  check 'Tor %he. presence of ~ Q ~ F & C ~ T S .  



( d )  Af te r  completing t h e  v i s u a l  inspec t ion  and no evidence of a pene t ra t ion  o r  
attempted pene t ra t ion  i s  discovered,  one o r  more guards w i l l  remain at t h e  scene. One 
guard w i l l  go tbe t h e  neares t  te lephone t o  n o t i f y  t h e  monitor opera to r  t h a t  a l l  i s  secure 
and w i l l  subsequently inform t h e  monitoring opera to r  when en t rance  is  made i n t o  t h e  
f a c i l i t y  t o  r e s e t  t h e  monitor module s t a t u s .  The s e c u r i t y  f o r c e  w i l l  r e t u r n  t o  t h e  
monitor/guard l o c a t  ion. 

( e )  Response f o r c e s  w i l l  be requ i red  t o  respond t o  t h e  l o c a t i o n  o f  a p ro tec ted  
f a c i l i t y  wi thin  f i v e  minutes a f t e r  r e c e i p t  of an alarm s i g n a l  from t h e  f a c i l i t y .  

( f )  Per iodic  t e a t s ,  a t  l e a s t  monthly, w i l l  be performed requ i r ing  t h e  response force  
t o  respond t o  s imulated a l snns  and t o  insure  personnel a r e  f a m i l i a r  wi th  procedures and 
t h a t  t h e i r  response i e  wi th in  t h e  time frame e s t a b l i s h e d  i n  paragraph ( e )  above. 

(&)  Whenever a monitor l o c a t i o n  con ta ins  monitor panels  from d i f f e r e n t  u n i t s / a c t i v -  
i t i e s ,  t h e  commander of  each p ro tec ted  u n i t / a c t i v i t y  w i l l  provide personnel f o r  t h e  
response force .  Respective commanders w i l l  coordinate  a w r i t t e n  agreement deLineatirlg 
ind iv idua l  r e s p o n s i b i l i t i e s  i n  support  of response force .  This agreement w i l l  be u,?riated. 
annual ly  o r  upon reassignment, t r a n s f e r ,  o r  o t h e r  permanent l o s s  of  any s ignatory L'ne 
a ~ r e e m e n t .  

( h )  The person having custody of t h e  p ro tec ted  a r e a  keys w i l l  be capable of 
responding t o  t h e  p r o t e ~ t e d  a r e s  wi th in  10  minutes a f t e r  n o t i f i c a t i o n  of an alarm. 

( 4 )  Determine t h e  l o c a t i o n ( s )  of J-SIIDS monitoring u n i t ( s ) ,  t ak ing  i n t o  con- 
s i d e r a t i o n  t h a t  personnel must be a v a i l a b l e  t o  non i to r  and respond t o  a l l  alarms. Fhe 
response requirement may be met by o t h e r  than m i l i t a r y  p o l l c e  resources.  

( 5 )  Require u n i t  commanders/activity c h i e f s  u t i l i z i n g  J-SIIDS t o  submit reqw .-'-; Ccrr 
maintenance and r e p a i r  d i r e c t l y  t o  t h e  se rv ic ing  W E .  

e . A r e a / i n s t a l l a t  ion provost marshals qil.1: 

( 1 )  Es tab l i sh  d e t a i l e d  guidance f o r  m i l i t a r y  p o l i c e  response t o  t h e  scenrA 1 , :  

protaccled a r e a  which has experienced an a c t u a l  o r  attempted intrusion/break-i11. " v c  

requirements f o r  militar:r p o l i c e  response a r e  o u t l i n e d  i n  para  hd(3)  ( b )  of t h i s  ? t  . a uiz 

( 2 )  Maintain c lose  l i a i s o n  with  t h e  AFE J-SIIDS program manager. 

(3) Provlde technic81 a s s i s t a n c e  concerning operat ion and t e s t i n g  > r o c ~ d : ~ r e >  11 P T  

a c t i v i t i e s  as  requested. 

f .  Unit conunanders/activity c h i e f s  w i l l  i n sure  t h a t :  

(1) A l l  personnel responsible  f o r  t h e  operat ion of t h e  con t ro l  u n i t  a r e  properl.:? 
tralned. 

2 The procedures ou t l ined  i n  Appendix A ,  t h i s  r e g u l a t i o n ,  a s  they  p e r t h j r  I r  

opernt:on and maintenance of t h e  con t ro l  u n i t  and s e n s o r s ,  a r e  complied with. 

( 3 )  Tests  of t h e  system a r e  conducted a t  l e a s t  once every two weeks a8 out1 i.-. a :n 
Appendjx R. 

(4) M a l b c t i o n s  in  t h e  system a r e  repor ted t o  t h e  monitor s t a t i o n  and t h c  I: -K 

order  recept ion desk immpdiately a f t e r  d i s c o v e ~ j .  I f  not r epa i red  wi th in  24 bclrr 
i n i t i a l  r e p o r t ,  n o t i f i c a t i o n  w i l l  he made t o  t h e  Commander, N E ,  m d  l o c a l  Frovoc' I 1 t + .  s h d  
Off ice  (PMo). 

( 5 )  When a system pro tec t ing  f a c i l i t i e s  which s t o r e  documents, arms, o r  mnrrni+;ion 
malfunctions,  t h e  f a c i l i t y  i s  placed under continuous surveil.1ance unti.1 t h e  sy:>tn: : S  

repa i red  and opera t iona l .  

( 6 )  411 admin i s t ra t ive  records  requ i red  by paragraph 6 of t h i s  r e ~ l a t l o n  a re  
maintained f o r  a per iod of 180 days. 

( '7 )  Requis i t ions  f o r  J-SIIDS a r e  prepared and forwarded t o  l o c d  ME. 
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( b )  Number of operat ional  sy s t em by category. 

( c )  Number of inoperat ive systems and reason( s )  f o r  inoperative s t a tu s / f a i l u r e  ( t o  
include t o t a l  t ime down). 

( a )  Status  of supply act ions concerning requis i t ions  of replacement parts/components, 
e tc .  

i. Commsnder, l e t  Signal Brigade w i l l  provide support as  required f o r  t h e  
i n s t a l l a t i o n  and maintenance of transmission l i n e s  f o r  alarm tranemission. 

5 ,  KEY CONTROL. a. J-SIIDS keys w i l l  be maintained separate from o ther  keys and w i l l  be 
accessible  only t o  those individuals whose o f f i c i a l  du t ies  require  access t o  them. A 
current r o s t e r  of these  individuals  w i l l  be ke t within t he  u n i t ,  agency, o r  organization 
and w i l l  be marked l o r  Off ic ia l  Use Only (FOUO!. 

b. EA Form 218 (Key Control ~ e g i s t e r )  w i l l  be maintained a t  a l l  t imes t o  insure 
administrative accountabi l i ty  f o r  keys. 

c. A t  no time w l l l  keys be l e f t  unattended o r  unsecured. 

8. Reproduction o: keya a t  un i t / a c t i v i t y  l e v e l  i s  ngt authorized. 

e .  In t he  event of l oa t  o r  s to len  keys, a f fec ted  locks w i l l  be replaced immediately. 
Should keys be l o s t ,  misplaced, o r  s t o l en ,  t h e  l oca l  provost marshal w i l l  be no t i f i ed  
immediately. 

P. After duty hours,  keys w i l l  be secured i n  a locked container constructed of a t  
l e a s t  20-gauge s t e e l  o r  mater ial  of an equivalent s t rength o r  i n  t he  custody of a 
responsible duty o f f i c e r  o r  noncammissioned of f icer .  

g. A key and lock custodian w i l l  be appointed t o  insure t he  proper custody and 
handling of keys. 

h. A l l  keys t o  J-SIIDS w i l l  be under t he  control  of t h e  comrn&nder of t h e  protected 
area o r  a deei@ated Yepresentative. 

i. When one monitor i s  es tabl ished for  several  protected a rea  f a c i l i t i e s ,  t h e  monitor 
a c t i v i t y  commander w i l l  e s tab l i sh  control  and accountabi l i ty  of both monitor un i t  keys. 

j. The rescrve/back-up s e t  of keya t o  t h e  control u n i t  w i l l  be secured separately 
from t h e  operational s e t  of keys. 

k. J-SIIDS key r eg i s t e r s  w i l l  be maintained t o r  180 days, then destroyed. 

1. S-SIIDS keys w i l l  be inventoried monthly and recorded on DA Form 2496 ( ~ i s ~ o s i t i o n  
Form 1. 

6 .  FORMS AND RECORDS. a. Each time a s t a tu s  change is  indicated on t he  Status  Monitor 
Module t he  information w i l l  be recorded on EA Fonn 232-R (J-SIIDS Opening/Sccurinp. Alarm 
~ e c o r d )  shown a t  Appendix E t o  t h i s  regulation. Ent r ies  w i l l  include t he  following: 

(1) Building number and descript ion ( i .  e. , arms room, post exchange, e tc .  1. 

(2 ) Uhi t / f ac i l i t y  protected. 

( 3 )  Who opened t he  f a c i l i t y .  

( 4 )  Who secured t he  f a c i l i t y .  

( 5 )  Time opened. 

(6) Time closed. 



( 8 )  Cause of alarms. 

( 9 )  Reaction force a r r i v a l  times. 

( l o )  Tests conducted. 

(11) Ikgineer no t i f ica t ions  pertaining t o  system malfunctions. 

(3.2) Other iniormation as  required. 

b. EA Form 22-R w i l l  be rztained on f i l e  a t  t he  monitor s t a t i o n  f o r  a period. ax" 180 
days . 
7. TRAINING. a. T r a l n i q  w i l l  be conducted by l oca l  provoet marshals. 

b. The following categories  of personnel w i l l  a t tend  provoet marshal, t r a i n i n g  cLeasse$ 
for  ins t ruc t ion  i n  t he  operation of J-SIIDS. 

(1 )  Operators of t h e  control  un i t  portion of t h e  J-SIIDS, 

(2) Key personnel performing t h e  dut ies  of monitor operator. 

( 3 )  Personnel who exercise  d i r ec t  control over t he  operation of f a c i l i t i e s  i n  mrhicEr 
J-SIIDS a r e  ins ta l led  and those who exercise supervision over response forces. 

c. Requests f o r  school quotas/acheduling w i l l  be forwarded through commd channels to 
t h e  l o e d  provoat marshal. 

d. Personnel operating any component of t he  J-SIIDS must have received t ra f r , in~;  32 Chc? 
cor rec t  operation of t h e  syctem. 

8. N~INTENANCE/INSTIL~LATION. a. It i s  prohibited t o  place any ob jec t I s )  on OP near :!re 
control u n i t ,  monitor cabinet ,  o r  other  component past of t h e  J-SIIDS. 

b. Qera to r s  w i l l  keep -the exter ior  of a l l  J-SIIDS components clean,  free o f  &%st . 
d i r t ,  t r a s h ,  o r  other  debris.  

c. The outer  surface of 3-STTDS components w i l l  be cleaned da i ly  with a clean, d p y  
cloth.  Sprays, cleaning f l u id s ,  o r  l iqu ids  of any type w i l l  not be used t o  c l e m  esbinets. 

d. Care w i l l  be t&en when cleaning J-SIIDS components not t o  dislodC;e, break, or 
otherwise cause damage t o  switches, l i gh t s ,  or  other equipment. Special. &'kentier xu.uet he 

taken vhen using a broom ar mop around the  alarm latching &i tch  (duress alarm) t o  >revent  
accidental activation of t h e  switch located i n  t he  front of t h e  sensor. Water 9r o t h e r  
liquids w i l l  be kept c lear  of t h e  f loor  area immediately surrounding t h e  alarm Io , t c? r r ,~  
switch. 

e. Caut;ion/warn5ng l abe l s  aff ixed t o  J-SIIDS cabinets w i l l  not  be removed, BeZ~lced, 
mutilated, o r  otherwise damaged. Dmaged/missing l abe l s  w i l l  be reported promptly t o  AYEn 

'f. J-SIIDS w i l l  be i n s t a l l ed  by qual i f ied engineer personnel only. 

3. Rosters indicat ing persoss authorized t o  open/secure the  protected are8 an6 pcrlr:rm 
maintenance on J-GIIDS w i l l  be provided as indicated below: 

( 1 )  A ro s t e r  (inhicatine; name, SSN, &id telephone number) a t  the  protactoii &yea c;;18 
pro\pided t o  t h e  monitor a ta t ion .  Any chm@s w i l l  necess i ta te  publication oT a n e v  m z t e - ~ .  
A ros te r  w i l l  be maintained in a location where it i s  readi ly a v ~ i l a b l e  t o  the i n m i - h o -  
cabinet operator. 

( 2 )  A ro s t e r  ( ind ice t ine  nama, SSN, and f olephone number) of authorize& J-STIDS 
maintenf~3ee i n s t a l l e r  persontiel will be provided t o  t,he monitor u n i t  iocat icn all to %he 
protected ares. Oaly those personnel who have had favorable checks cctmpleted as mt:-r*f 
in s u b p a r q ~ a p h  ! 3 ) ,  'below, w i l l  ?A? included on t h i s  ros te r .  

(3)  Prior t o  having access t o  J-BITDS, a r j i ~ ~  ~nstsllers/mtrintstincrs of J-S:fRa',S ? r  
operators of monitor cabinets/modules must have, BE a minimum, a f a ~ ~ r & b l e  I\i'ntio~..e;-i :Wre*:. 
Check and Entrance X'ational Agency Check. 
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Local n a t i o n a l s  must have a  favorable  Korean National Agency Check supplemented by s l o c a l  
f i l e  check with t h e  a r e a  provost  msrehal o r  any o t h e r  agency t h a t  might have i n f o m e ~ t i o n  
on f i l e  which would r e f l e c t  on t h e  honesty o r  s t ab i l . i t y  of t h e  h d i v i d u a l .  

h. Maintenance of J-SIIDS ccmponents w i l l  b e  performed only by q u a l i f i e d  engineer  
maintenance i n s t a l l e r  pereonnel. 

i. There a r e  no author ized modificatione f o r  t h e  switch alarm l e t c h i n g  ( foo t  
a c t i v a t e d  duress  swi tch) .  The switch alarm l a t c h  cover w i l l  not  be modified i n  such a 
manner a s  t o  r e s e t  t h e  a l snn  without removing t h e  cover. 

J .  A system i n s t a l l a t i o n  wiring diagram, along wi th  g r i d  wire  dimensional diagram 
(when g r i d  wire sensors a r e  i n s t a l l e d ) ,  w i l l  be drawn up f o r  each p ro tec ted  area .  The 
diagram w i l l  i n d i c a t e  which sensors  a r e  installed and show color  coded i n t e r c o n n e c t i o ~ s  
between each sensor  and t h e  u n i t .  A U  systems opt ions  isdann op t ion ,  1 e n g t h . d  time 
delays ,  t ype  of  monitor module system r e p o r t s  t o ,  s i g n a l  t ransmiss ion op t ion )  shoul? be 
ind ica ted  on t h e  diagram. The diagram w i l l  be maintained by l o c a l  engineers  and w s t  be 
s to red  i n s i d e  t h e  contry> u n i t  door i n  t h e  space provided. Such documents w i l l  be n a r k e l  
"For O f f i c i a l  Use Only. , 

k. The telephone number a t  t h e  monitor cabinet  loca t ion  w i l l  be provided t o  +21he 
protec ted  a rea  and w i l l  be recorded on t h e  control  u n i t  opera t ing procedure8  card^.. 

9. INSPECTION. a. I n s t a l l a t i o n  physica l  s e c u r i t y  inspectore  w i l l  Include a check of 
each intrmsior, ae t ec t ion  systems (IDS) during any annoilnced o r  unannounced aecur i ty  
inspect ion c f  a  u n i t / & c t i v i t y .  Checks w i l l  inc lude visue3 inspeet ion of components an: 
conduit Por evicience o r  tampering and o p e r a t i o r a l  checks r ~ ?  t h e  sjjstem IAW procedures 
ou t l ined  in  Appendix E and 3'. This s m e  t e a t  can be modified snd app l i ed  t o  any c o m e r c i e l  
system. Checks w i j l  a l s o  be made of  log  c n t s i e s  and recorda regarding operefion oncZ 
inspec'tion oe' IDS. R e s u l t s  of IDS Inspect ions  w i l l  bu ~ l o t e d  on DA Form 2906 (Physica t  
Secur i ty  Sunreyl. 

b. Pr io r  t o  ope ra t jona l  acceptance of a  newly instal . led TDS system, an inr-pect'r?n 
w i l l  hp conducted t o  i n r u r e  t h e  system meets t h e  minlmum acceptable  standards.  Tbc 
lnbpertlon w i l l  be conducted IkW AR 190-13 by i n s t a l l s z i o n  physica l  aecur l ty  inspec to r s  
cmd M'E r ep resen :a t ive~ .  

10. LOCATION OF J-SITE C9blPONENTS. a. Sensors w i l l  be pos i t ioned wi th in  t h e  protec:,ed 
a reh  a t  l oca t ions  t h a t  provide t h e  bes t  overall. gruter:tian. Sensors w i l l  he uL!:.iz-i: !.n 
au f f ' i c i en t  q u a n t i t i e e  t o  in su re  t h a t  t h e  e n t i r e  a.rea is p m t e c t e d  without operat.in2, t'l::? 
aensors a t  m a x i m u m  s e n s i t i v i t y ,  

b. Controi u n i t s  Shoilld be mounted on t h e  i n t e r i o r  wall of t h e  protec ted  r'?c: 1 j ty 8.; 
c losc  tw posalble  t o  t h e  main e n t r m c e  door. 

c. Msn ' l tor  unfts w i l l  he in~nstal'ied i n  such a  locat lo t ,  t?mt t h e  s t a t u s  3:li;plil) i t :  n:t 
obs t ructed  lram t h e  cont inual  view of monitor personnel* 

3.  The alarm l a t c h i n g  switch Edurea~  a2 e m )  should he: pos i t ioned i n s i d e  t o e  ?rote l . t n d  

a rc8  a t  a l oca t ion  whel-e it i n  r eud i ly  &va i l ab le  t o  on-duty personnel and ?a#! hc ope:r*tf-(l 
without obvio'ss observatxm of an i n t r u d e r ,  

e .  Addit ional  l e v e l 8  c f  ~ r o t e c t i o n  , where p r a c t i c a l  , Rye encouraged. Ir. r:: t c+ i n -  t1.p 
mode of opera t ion d e s i r e 9  Tor each f a c i l i t y  t t  mist be undsr~4tood t h a t  J-STTIIC A ie .= ; i - r td  

t o  d e t e c t ,  not  p reven t ,  an in t rus ion .  Therefore,  b comprehensive physical  s ~ c t l r i s y  1 111:~ 
mubt conta in  appropr ia te  pbyslcnX s e c u r i t y  mmsures along with procedureh fo:* n~ c . C : ' ~ ~ t l ~ e  
response force.  Tcr i n su re  t h i s ,  J-SIIDS w i l l  be EnstallecZ hi such a manner t;lm*, u l a  m 
s i g n a l s  can only be c l ea red  by en te r ing  t h e  protec ted  are&. Remote claarjrip of a l h - ~ l -  
p r i o r  t o  en te r ing  and checking t h e  f ~ c f l i t y  i s  not a ~ t h o r i z e d .  

b. f f i  390-50 ( ~ l l i t a r ~  Police-Physical Secur i ty  f o r  Storage of Controlled t.I*:i~e.~ 
Substances and o t h e r  Medically Sens i t ive  Items 1. 

c. AR 190-51, Appendix G ( s e c u r i t y  of Axmy Property a t  Unit and i n s t a l l s t i o r i  Levrl!  
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d. FM 19-30 (Physica l  ~ o c u r i t y ) .  

e .  TM 5-6350-262-14114, Technical Manual Operator, Organizational ,  and In termedia te  
Direct  Support and General Support Flaintenance Msnual I n s t a l l a t i o n ,  Operation and Check- 
Procedures f o r  Joint -Services  In t rus ion  Detection System (J-SIIDS). 

The proponent agency f o r  t h i s  r egu la t ion  i s  t h o  Office of the  Provost Marshal. Users a r e  
inv i t ed  t o  send comments and suggested improvements on DA Form 2028 ( ~ e c o m e n d e d  Changes 
to Publ ica t ions  and Blank Forms ) t o  t h e  Cdr, mSA, ATTN: PMJ-S, APO 96301. 

---- --- ----- - 

OFFICIAL : 

-e C. ~ & C L  
JESSE C. TEREDIA 
Z?T, AGC 
, i : ; ~ i s t a n t  AdJutmt General 

JOSEPH T. PALASTRA, J R .  
Major General, USA 
Chief of S ta f f  

6 P.pper&Lxes 
A. Control Unit Operating Procedure 
13. Ahhreviated System Checkout Procedure 
C. Yonitor C~binet/Module Operating Procedure 
Il. I d e n t i f i c a t i o n  Code ( ~ h r c s s )  
F:. EAForm2J.2-R 
F'. Controls end Ind ica to r s  

CISTRIRUTION : 
A ar:ii J (J Less AGJ-AP, PPCK) 
200 - R&J-S 



CONTROL U N I T  O P E R A T I N G  PROCEDURES 

1. Securing t h e  p ro tec ted  a rea :  

8.  Insure  t h a t  a l l  personnel have l e f t  t h e  p ro tec ted  area .  

b. Shut sll doors and windows i n  t h e  p ro tec ted  a r e a  and secure  them. 

c. Inform p e r s o m e 1  a t  t h e  monitor s t a t i o n  t h a t  you a r e  preparing Lo secure  fhe 
pro tec ted  a rea .  Give t h e  app l i cab le  i d e n t i f i c a t i o n  code t o  i d e n t i f y  yourself. A card 
should  be placed nea r  t n e  telephone wi th  t h e  telephone cumber of  t h e  monitor s f a t i o n  
recorded on it. 

d ,  Verify t h a t  t h e  con t ro l  u n i t  AC power i n d i c a t o r  l i g h t  is on, 

e. Turn t h e  con t ro l  u n i t  key opera ted  mode switch t o  t h e  SECURE mods, 

f. Promptly remove t h e  key, leave  t h e  p ro tec ted  a r e a  throu& t h e  m:ln e!:trzx,ce & J ~ J ? S  

m i  secure  t h e  main ent rance  door ( s ) .  

, VeriPy with personnel, a t  t h e  monitor s t a t i o n  t h a t  a change from ACCFSG t o  S'L!'!lT 
wbb received.  If a change of  mode was not received or i f  ~ l a n n  i s  e c t i t u t e d ,  r e - - C . ' k s u  i i c  

,~r,.Cccted area, switch t h e  con t ro l  u n i t  t o  ACCESS mode, an3 then rapeet  the abme 1 .'r :e>?-+ , 
A' c i f e r  repes t ing t h e  procedure,  R SECI;RE s t a t u s  is st12: not shown at; t h e  mcnqtor ,  
-F i 15 Lhe !b.?ficiency immediately t o  t h e  work rzceptiorr desk,  lQK, ATLar du ty  i ~ o u r ? .  5 

p u s - i  nus t  be placed a t  t h e  p ro tec ted  f a c i l i t y  until repairs have oeen cmp3eted a n J  

, 9genlng t h e  p ro tec ted  Area: '. r 

r. Inform t h e  monitor s t a t i o n  t h a t  you w e  a b u t ,  t o  e n t e r  t h e  ~ r o t ; r ? c t ~ , i  r w e i ,  



1. Icfol-m personnel at t he  monitor loca t ion  t h a t  a system test i s  t o  be performe&. Be 
ccr%a.in to give the  corg-eet i d e n t i f i c a t i o n  code (duress) t o  monitor operators  to proper ly  
irten",Py y0~3"sel f .  

2. Telephone coztac t  t r i l l  be maintrrinei! with t h e  monitor ope-ator t o  insure t e s t  elarms 
~ n d  1st &z~ts changes are dlsplaye6 OR the monitor  rnoiiule. 

5 Zj:.trec:oxzn m o t i m  sensor (UMS) check. (see page 1-32, Ffgure 1-23, TM 5-6350-262-14!14 
f o r  &escr i2i ion,  ) 



WNITOR ChnINET/MODIILE OPERATING PROCEDURES 

When assuming respons ib i l i ty  fo r  a t tending t h e  monitor cabinet  ( 8 )  , insure  t h a t  a l l  d n r m  
( r e d )  l i g h t s  a r e  o f f ,  t h a t  a l l  AC power l i g h t s  (whi te)  a re  on, and t h a t  t h e  proper 
operating mode (ACCESS o r  SECURE) is indicated on a l l  s t a t u s  monitor switches i n  t h e  -2OT 
TEST pogition. I f  l i g h t s  a r e  burned o u t ,  r epor t  it t o  AFE work reception desk un i t  f o r  
repair .  I 

1. Alarm i n d i c a t o r  l i g h t s  ( red)  f lashing and an audible tone sounding: 

a. Momentarily place  RESET/ACK switch on t h e  monitor module in  t h e  ACK pos i t ion ,  

b. I f  t h e  alarm i s  not generated during a scheduled or  prearranged system t e s t ,  d i r e c t  
the  response force  t o  respond t o  t h e  protected area.  NOm: I f  an alarm occurs w h w  t h c  
SECURF: LIGHTS (green)  a re  on, a high p robab i l i ty  e x i s t s  t h a t  an in t rus ion  i s  i n  progress.  
If an alarm occurs when ACCESS l i g h t s  a re  on, high p robab i l i ty  e x i s t s  t h a t  
personnel a re  tampering with t h e  system i n  t h e  protected a rea  o r  t h a t  personnel in t h e  
protected a rea  a r c  i n  danger. The response force should be provided with t h i s  icfornatl8,r8 
i f  poss ible .  

c, After  the  response force has inves t iga ted  t h e  cause of t h e  alarm and responc?S1c 
personnel have r e s e t  the  con t ro l  u n i t  a t  t h e  protected a rea ,  momcntarily place  t h e  EWXT,' 
ACK switch i n  the  RECBT posi t ion t o  ext inguish t h e  alarm ( red)  l i g h t s .  

2. Monitor AC power ind ica to r  l i g h t s  (white) f lashing and an audible tone 6 0 u ~ l d i W ~ :  

a. Momentarily place  LAMP TEST/ACK switch on t h e  monitor module in t h e  AMNOWLXL'Z 
p o s i t i  on. 

b. If the  l i g h t s  ext inguish,  inform t h e  l o c a l  AFE work reception desk, t h a t  th: ..- 
power t o  t h e  monitor cabinet  has j u s t  f a i l e d .  (The b a t t e r i e s  w i l l  a u t o m a t i ~ a l l g  t ~ k e  vJv- : 

fo r  approximately 24 hours u n t i l  AQ'E can res to re  AC power. ) 

c. I f  the  l i g h t s  continue t o  burn s t e a d i l y ,  t h i s  i s  t h e  nomal  condition. 

3. ACCESS ind ica to r  i i g h t s  (yellow) a r e  f lashing and an audible  tone i s  sounding: 

a.  Momentarily p l ~ c e  RESET/ACK switch on t h e  monitor module i n  t h e  ACK posl t ion 

b. If the  change t o  ACCESS is not a prearranged o r  scheduled opening of t h e  proti.c!, ' 
area ,  d i r e c t  t h e  response force t o  respond t o  t h e  protected area.  

4. SECURX ind ica to r  l i g h t s  (green)  a r e  f lashing and an audible tone i s  soundltlg: 

a. Momentarily place the  RESET/ACK switch on t h e  s t a t u s  monitor module i n  t h e  : iCK 
position. 

b. I f  the  change t o  SECURE s t a t u s  i s  not pa r t  of a prearranged o r  scheduled SCY:,L i 
of protected a r e a ,  d i r e c t  t h e  response force t o  t h e  protected a rea  t o  insure  that ,  t - t?c% rerc 
i s  physical ly  secure. 

5. AC power ind ica to r  l i g h t s  (white) f lashing and an audible  tone is sounding: 

a. Manentarily p lace  RESET/ACK switch on t h e  s t a t u s  monitor module i n  the  ACK Y - S ~  ( .  
. 

b. I f  t h e  l i g h t s  ext inppish,  inform t h e  Am work reception desk t h a t  AC pcldnr t * ' L 

protected a rea  has J u s t  f a i l e d .  NOTE: AC power f a i l u r e  a t  t h e  protected a rea  may \r a n  
ind ica t ion  of an attempted in t rus ion .  The response force  should be dispatched t.5 t h e  
protected a rea  t o  check fo r  evidence of l i n e  tampering. The response force  should be 
advised t o  proceed with caution. The ba t t e ry  within t h e  control  u n i t  of  t h e  protected 
f a c i l i t y  w i l l  t ake  over automatically f o r  up t o  24 hours. I f  the  ba t t e ry  Koes deer! :ir'(,,- 

t o  t h e  AC power being res to red ,  an alarm w i l l  automatically be t ransmit ted and E ( ~ I L F Y ?  n. i:t 
be posted a t  t h e  protected f a c i l i t y .  

C. If' t h e  AC power l i g h t s  s t ay  l i g h t e d  s t e a d i l y ,  t h i s  i a  a normal candition. 

6 .  Panel monitor personnel performing monitor duty w i l l  be exempt from a l l  d u t i c s  c.?-c! - 
those necessary t o  monitor alanns. Panel monitor personnel,  while i n  t h e  perfor:?ancc -1' 

t h e i r  d u t i e s ,  ahould not be allowed t o  engage in  any a c t i v i t y ,  such aa  watchins t n ' c  I - A  

playing ca rds ,  reading, e t c . ,  which would d i s t r a c t  t h e i r  a t t e n t i o n  from t h e  monktors. 
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IDENTIFICATION CODE (DURESS) 

I. The monitor s t a t i o n  commander w i l l  formulate and prepare an i d e n t i f i c a t i o n  code 
(duress ) ,  p re ie r rab ly  some word o r  statement which can be used i n  nomal  conversation 
without mousing t h e  suspicion of any would be perpe t ra ta r s .  However, t h e  code ehould not  
be so common t h a t  an individual  would rout inely  use the  code in everyday conversations.  

2 .  Codes w i l l  be disseminated t o  each un i t  armorer o r  protected f a c i l i t y  operator ,  
monitor operator ,  and response force member. 

3. Codes w i l l  be used f o r  proper iden t i f i ca t ion  by each individual  repor t ing any informa- 
tion t o  t h e  monitor operator.  

1;. Codes w i l l  be changed whenever a change is made in  personnel assigned a s  armorer,  
protected f a c i l i t y  operator ,  or  monitor operator o r  a t  any time it i s  suspected t h a t  the 
code has been compromised. 

5. Protected f a c i l i t y  operators w i l l  be ins t ruc ted  t h a t  i f  they  a re  placed under duress  
they w i l l  use t h e  code when repor t ing t o  t h e  monitor operator during opening o r  closing of 
t h e  protected f a c i l i t y .  
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CONTROLS AND INDICATORS 

1. Control u n i t .  a. Mode w i t c h  ( th ree  posi t ion key operated switch, key removable only 
i n  t h e  secure pos i t ion) .  Selects  t h e  mode of system operat ion by: 

( 1 )  ACCESS: 1nh ib i t s  in t rus ion  alarms. When t h e  key is  .in t h e  access pos i t ion ,  only 
t h e  tamper and duress  alarms w i l l  iunction. This pos i t ion  i s  used when authorized personnel 
a r e  working i n  t h e  area.  I 

( 2 )  SECURE: Reports tamper, dureeo, and in t rus ion  alarms, Selected when the  a rea  i s  
secured, 

( 3 )  TEST/RESET: Audibly indicatesl  al l  i n t r u s i o n ,  duress ,  and tamper alarms a t  t h e  
con t ro l  u n i t  alarm outputs  and a d i b l e  alann. Selected when performing system tests o r  
r e s e t t i n g  t h e  d a m .  

b. AC power ind ica to r  l i g h t  (whi te) .  An absence of l i g h t  i n d i c a t e s  f a i l u r e  of AC 
power t o  t h e  con t ro l  u n i t  (provided bulb is not burned out ) . 
2. Monitor cabinet  and modules. a. Monitor.,AC power. Indicated by two white l i g h t s  
loca ted  on t h e  monitor cabinet  s igna l  module. Reports t h e  s t a t u s  of  AC power a s  follows: 

(1) Presence o r  continuous l i g h t  from one o r  both ind ica to r  l i g h t s  ind ica tes  AC power 
i s  being supplied t o  t h e  monitor cabinet .  

( 2 )  Absence of l i g h t  from both l i g h t s  i n d i c a t e s  AC power t o  t h e  monitor cabinet  has 
f a i l e d  (provided bulbs a r e  not  burned out 1. 

( 3 )  Flashing of one o r  both l i g h t s  i n d i c a t e s  AC power has j u s t  f a i l e d  o r  has j u s t  been 
res to red  t o  t h e  monitor cab ine t ,  depending upon condition of l i g h t s  a f t e r  LAMP !l'EST switch 
i s  momentarily placed i n  t h e  ACKNOWLEDGE posi t ion.  

b. LAMP TEST/ACKNOWLEDGE switch. Located on t h e  monitor cabinet  s igna l  module. Per- 
forms t e s t s  o r  r e s e t  of t h e  monitor panel AC power by: 

( 1 )  LAMP TEST pos i t ion :  Tests t h e  monitor AC power ind ica to r  l i g h t s .  

( 2 )  ACK pos i t ion :  Resets the  monitor AC power ind ica to r  l i g h t s  from f lashing s t a t e  t o  
steady s t a t e  (on o r  o f f )  depending on s t a t u s  of AC power t o  t h e  monitor cab ine t s ,  and 
s i l ences  t h e  audible alarm tone from t h e  monitor cabinets.  

c. AC power ind ica to r  l i g h t s .  The two white l i g h t s  located on each s t a t u s  module 
repor ts  t h e  s t a t u s  of AC power t o  t h e  con t ro l  u n i t  by: 

( 1 )  Steady l i g h t  from one o r  both ind ica to r  i i g h t s  ind ica tes  AC power i s  being 
' 

supplied t o  t h e  protected a rea  control  un i t .  

(2 )  Absence of l i g h t  from both ind ica to r  l i g h t s  ind ica tes  AC power t o  t h e  protected 
a rea  control  u n i t  has f a i l e d  (provided bulbs a r e  not  burned out) .  

( 3 )  Flashing of t h e  ind ica to r  l i g h t s  ind ica tes  AC power t o  t h e  protected a rea  control 
un i t  has j u s t  f a i l e d  o r  has j u s t  been res to red ,  depending on steady s t a t e  condition of 
l i g h t n  a f t e r  RESET ACK switch on s t a t u s  monitor module is momentarily placed i n  t h e  ACK 
posi t ion.  

d. ACCESS ind ica to r  l i g h t s .  The two yellow l i g h t e  loca ted  on t h e  s t a t u s  monitor 
module ind ica te  t h a t  t h e  protectea  a rea  control  un i t  i s  i n  t h e  ACCESS mode by: 

( 1 )  Steady l i s h t  from one o r  both ind ica to r  l i g h t s  ind ica tes  , the  protected a rea  
con t ro l  i s  i n  t h e  ACCESS mode of operation. When the  ACCESS ind ica to r  l i g h t s  a r e  on, t h e  
SECURE ind ica to r  l i g h t s  should be o f f .  When t h e  ACCESS ind ica to r  l i g h t s  a r e  o f f ,  tile 
S E C a l  ind ica to r  l i g h t s  should be on, provided both ACCESS ind ica to r  l i g h t 8  a r e  not burned 
out. 
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(2)  Flashizg o f  t h e  RCCXSS ind ica to r  l i g h t s  ind ica te8  t h a t  t h e  p m t e c t e d  a rea  c'ontrol 
u n i t  has just been switched i n t o  t h e  ACCESS mode of operation. Momentarily placing t h e  
RXSET/RCK switch i n  t h i s  pos i t ion  w i l l  cause t h e  SECURE ind ica to r s  t o  extinguish and t h e  
ACCESS ind ica to r  l i g h t s  t o  burn steady. 

s. SECUFZ.  Is indicated by the  two green l i g h t s  by: 

( 1 )  Steady l i g h t  from one o r  both ind ica to r  l i g h t s  i n d i c a t e s  t h a t  t h e  protected a rea  
c o n t m l  unit i s  i n  t h e  S C U R E :  mode of' operation. When t h e  SECURE ind ica to r  l i g h t s  a r e  on, 
t h e  ACCESS ind ica to r  l i g h t s  should be on provided both SECURE indicator  l i g h t  bulb8 a r e  not 
burned out. 

( 2 )  Flashing Of t h e  SECURE ind ica to r  l i g h t s  i n d i c a t e s  t h e  protected area control  u n i t  
!>as been svitched i n t o  t h e  SECURE mode of operation. Momentarily placing t h e  RESET/ACK 
switch i n  t h e  ACK pos i t ion  w i l l  cause the ACCESS ind ica to r  l i g h t s  t o  extinguish and t h e  
SECTJPB indicator  l i g h t  t o  3 u n  steady. 

E. Alarm. Two red ind ica to r  l i g h t s  ind ica te  alarm s t a t u s  when l igh ted  by: 

(1) Absence of l i g h t  ind ica tes  t h e  normal condition (provided both bulbs a re  not 
burned o u t ) .  

( 2 )  Flashing of t h e  r e a  l i g h t s  ind ica tes  an i n t r u s i o n ,  duress ,  o r  tamper alarin has 
gust been @ncrated i n  the  p m t e c t e d  area.  Momentarily placine; t h e  RXSET/ACK switch i n  t h e  
ACK posi t ion w i l l  ccuse the  buzzer t o  s i l ence  and t h e  alarm l i g h t s  t o  burn steady. I f  the  
d a m  condition i s  due t o  telephone l i n e  noise of shor t  durat ion,  t h e  alarm inrficator 
l i g h t s  can he extinguished by momentarily placing t h e  RESET/kCK switch i n  t h e  R?3SET 
posi t ion.  

g. TGSET/ACK switch. A two posi t ion spring loaded switch f o r  s i l enc ing  alarms and 
r e s e t t i n g  t h e  node indicator  l i g h t s  by. 

(1) ACK pasi t ion:  ~ i l ence-s  t h e  audible tone from t h e  monitor cabinet s ignal  module 
mi? causes f lashing l i g h t s  t o  burn steady. 

(2) REST pos i t ion :  Extinguishes t h e  alarm inclicatof l i g h t s  on the  monitor module 
when alarm tnprlt t o  t h e  monitor has ceased. 

!I. TAMP mST. Switch located on t h e  s t a t u s  monitor module end on t h e  alarm monitor 
m o h l e  w i l l  t e s t  a l l  ind ica to r  l i g h t s  on t h e  modules when depressed. 
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